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IS PASSWORD COMPULSION
CONSTITUTIONAL IN CANADA?
TWO VIEWS

By Robert Diab and Marshall Putnam

n January 2019 Downes J. of the Ontario Court of Justice issued a

ruling on an unusual application in R. v. Shergill.! The Crown had

sought a warrant to search a smartphone seized incident to arrest,

along with an order to compel the accused to provide his password
to police or unlock his phone. Contrary to the usual practice of seeking a
warrant ex parte, the court heard submissions from both parties. Canada has
no law explicitly authorizing a court to issue an order to compel a person to
provide a password or a third party to assist with decryption.? Prior to
Shergill, only a few courts had dealt with provisions that might be used to
compel a password, broaching the issue of whether this would violate the
right against self-incrimination or the right to silence.? But none of the cases
had resulted in a ruling on the substance of the issue.*

The Crown in Shergill sought to make creative use of's. 487.02 of the Crim-
inal Code, which allows a court to compel a party to assist in executing a
warrant. The accused was charged with a series of sexual and child pornog-
raphy offences involving his interactions with a 15-year-old girl. After police
seized his phone on arrest, they obtained a warrant to search the data it con-
tained, but the device was password protected. Justice Downes noted the
“uncontradicted evidence” on the application that “police currently know of
no technology which would allow them to access the contents without risk-
ing their destruction”®> The Crown contended that its proposed use of s.
487.02 to compel a person to provide the pass-key was constitutional. Jus-
tice Downes disagreed, offering a compelling set of reasons on one side of
a question many lawyers are wondering about: Could password compulsion
be legal in Canada?

The question points, in turn, to a larger issue: the investigational imped-
iment that encrypted data poses. How often police confront this issue is
unclear.® Yet, over the last decade, data encryption has become pervasive in
personal computing,” posing what can be, in a practical sense, an absolute
barrier to lawful access.® For decades, privacy and security advocates have



514 THE ADVOCATE

debated whether mandating backdoors for law enforcement would compro-
mise the benefits of encryption.? With that debate at an impasse, police and
prosecutors have turned to password compulsion, giving rise to constitu-
tional issues.

Case law and scholarship in Canada and the United States divide along
clear lines.’® We aim to briefly explain strong arguments for and against
whether compelling a password or plaintext (the decrypted file or device)
would violate the Charter.

Briefly, one side of the debate maintains that a law compelling accused
persons to provide their password would violate the right against self-
incrimination and the right to silence, because unlike a fingerprint, DNA or
breath sample, a password is testimonial in nature. A compulsion order forces
a person to “speak their mind” for the purpose of aiding the prosecution in
producing a case to meet. Opponents argue that password compulsion is con-
stitutional because disclosing a password is testimonial in only a perfunctory
sense, and since accused persons do not create the plaintext by divulging
their password, but only provide access to it, the plaintext is not derivative
evidence that warrants immunity.

We note weaknesses in both arguments. The two contentious points are
whether a password is testimonial in a sense that should engage the right
against self-incrimination, and if so, how that right should be balanced
against the state’s interest in prosecuting cases on their merits.

THE FIRST VIEW: PASSWORD COMPLUSION IS UNCONSTITUTIONAL
The two main sources for this argument are law scholar N. Dalla Guarda’s
pioneering 2014 article in the Criminal Law Quarterly™ and Downes J!s rea-
sons in Shergill. We draw here primarily on Downes J!s reasons, given their
application to particular facts.

The Crown in Shergill sought an order under s. 487.02 of the Criminal
Code compelling the accused to unlock his phone. Section 487.02 states:

If ... a warrant is issued under this Act, the judge or justice who ... issues
the warrant may order a person to provide assistance, if the person’s
assistance may reasonably be considered to be required to give effect to
the authorization or warrant.

The court dismissed the application for an assistance order, holding that
although the preconditions under s. 487.02 were met, granting the order
would involve a breach of s. 7 of the Charter."?

Limiting its Charter submissions to the right against self-incrimination,
the Crown argued that a password compulsion order under s. 487.02 would
be Charter-compliant because it would only compel Mr. Shergill to give
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access to material that police were authorized to examine; it would not com-
pel him to create it."* The password itself had “no evidentiary value” and
concerns about self-incrimination relating to his knowledge of the password
itself could be addressed by granting immunity over this knowledge.

The Crown drew an analogy between compelled passwords and com-
pelled documents, citing the Ontario Court of Appeal’s decision in R. v.
D’Amour® for the legal proposition that “[dJocuments that exist prior to, and
independent of, any state compulsion do not ... constitute evidence ‘cre-
ated’ by the person required to produce those documents”.’® For this reason,
as a general rule, compelling the production of documents does not engage
the principle against self-incrimination.” The Crown also noted other pow-
ers permissible under the Charter that compel the accused to participate in
gathering inculpatory evidence, including DNA warrants, breath samples
and fingerprints.'®

Justice Downes's decision calls into question each of the Crown’s prem-
ises—namely, that a compelled password does not disclose the data itself, that
the password itself is not incriminatory and that providing it facilitates rather
than creates evidence. The issue requires the broader contextual analysis
contemplated in R. v. White," where Iacobucci J. held: “The principle against
self-incrimination demands different things at different times, with the task
in every case being to determine exactly what the principle demands, if any-
thing, within the particular context at issue.”? The Ontario Court of Appeal
in D’Amour shed light on the principle’s underlying rationale:

[35] ... Where the state alleges wrongdoing, it cannot force the target of
that allegation to assist the state in proving the allegation. This rationale
reflects the high premium placed on personal autonomy and individual
privacy by the principles of fundamental justice. Those principles start
from the premise that individuals are entitled to choose whether to co-
operate with the state and, if they choose not to, to be left alone by the
state. The rationale underlying the principle also reflects the hard
learned lessons of history. Conscripted evidence is notoriously unreliable
and the line between state compulsion and state abuse can be a fine one.

Drawing on these authorities, Downes J. held that “to focus exclusively
on the incriminatory potential of the password neglects the significant
incriminatory effect that revealing the password has on Mr. Shergill”.?!

In the court’s view, without a compulsion order against Mr. Shergill, “the
evidence would never come into the hands of the police”.?? Describing the
data on the device as existing “prior to, and independent of, any state com-
pulsion” was therefore “somewhat artificial”.?* The facts in DAmour were
different. The accused in D’Amour was charged with welfare fraud. The doc-
ument at issue was a T4 slip that the accused was compelled to provide
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prior to the criminal probe. Prosecutors could obtain it through other
means.?! By contrast, in Shergill, the assistance order, “[lJooked at in any
realistic and pragmatic sense”, would procure for the Crown key evidence
“brought into existence by the exercise of compulsion by the state”.?

The argument that password compulsion violates the right against self-
incrimination is founded on the Supreme Court’s 1995 decision in R. v. S.
(R.].).% Justice Iacobucci, for the majority, held that evidence is derivative
“if it results, in fact, from a compelled disclosure”.?” The test is causal: “[o]nly
evidence which comes to light as a result of a compelled disclosure” is deriv-
ative.?® Where a causal connection is established, the evidence is obtained
contrary to s. 7 of the Charter and “ought generally to be excluded under
s. 7 of the Charter in the interests of trial fairness”?” He added:

Such evidence, although not created by the accused and thus not self-
incriminatory by definition, is self-incriminatory nonetheless because
the evidence could not otherwise have become part of the Crown's case.
To this extent, the witness must be protected against assisting the Crown
in creating a case to meet.*

Justice Tacobucci emphasized that in using the word “could” in this con-
text, he was proposing “an inquiry into logical probabilities, not mere possi-
bilities”! On this view, compelled access to the smartphone data in Shergill
would be derivative because it is otherwise not discoverable and must
therefore be protected by derivative use immunity to avoid violating s. 7.2

As a further rationale for opposing password compulsion, Downes J.
pointed to the right to silence, “the more significant principle of fundamen-
tal justice at stake”.®* In R. v. Hebert,** McLachlin J., as she then was, framed
the right expansively:

[1]f the Charter guarantees against self-incrimination at trial are to be
given their full effect, an effective right of choice as to whether to make
a statement must exist at the pre-trial stage. ... the right to silence of a
detained person under s. 7 of the Charter must be broad enough to accord
to the detained person a free choice on the matter of whether to speak to
the authorities or to remain silent.*

For Downes J., it was the “testimonial nature of the compulsion contem-
plated by the assistance order” that distinguished it from orders relating to
physical forms of evidence such as DNA or breath samples.*® The order would,
in effect, require Mr. Shergill “to ‘speak his mind’ to the police”, providing help
“through an utterance conveying a thought in his head”.?” Compelling a person
to this degree seemed, to Downes J., to be altogether anomalous: “To my
knowledge, there are no other provisions related to criminal prosecutions in
Canada which require an accused to provide utterances fundamentally
designed to assist in the obtaining of evidence against him or her.”3
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Justice Downes concluded by considering the Supreme Court’s holding in
White that “[ijn some contexts, the factors that favour the importance of the
search for truth will outweigh the factors that favour protecting the individ-
ual against undue compulsion by the state”.?® Police face a serious challenge
with encryption, and other approaches may be warranted. But as Guarda
had done before him, Downes J. concluded that the weight of authority
strongly suggested that a password compulsion order could not issue with-
out “fundamentally breaching Mr. Shergill’s s. 7 liberty interests”.4

Problems with This Argument

We see two shortcomings. First, Downes J. construed the act of providing a
password as a form of testimony but offered little argument for why it must
be seen as such. His construal of passwords as a form of testimony permit-
ted his inference that an order would be self-incriminating if it were to yield
inculpatory evidence—if it has a certain positive evidentiary effect for the
prosecution. But the effect does not determine whether a password is essen-
tially “testimonial in nature”.*!

Second, Downes J. did not clearly identify the nature of the state'’s inter-
est in compelling a password. Does it merely help the state acquire so-called
documentary evidence, or does it prevent investigations from stalling?
Much turns on the difference. The Supreme Court authority suggests that a
serious violation of s. 7 of the Charter cannot be justified for mere expedi-
ence.*? Guarda and other pro-privacy advocates doubt encryption poses an
insurmountable hurdle to prosecutions.** There are other avenues for
police to obtain evidence in cases involving computer-related crimes, such
as powers for covert surveillance, capturing passwords at encryption end-
points through surreptitious but lawful means, or data from a growing abun-
dance of other sources.*! Yet, as one scholar notes, a substitute for evidence
lost to police through encryption cannot always be found through other
means.*

In these cases, precluding password compulsion allows s. 7 Charter rights
to act as a trump card, suggesting that the state interest bears little or no
weight. In relatively minor cases, this may be reasonable, but in more seri-
ous cases (e.g., murder, sexual assault), it may not. Courts should be
equipped to conduct a more detailed inquiry, not unlike the kind we con-
duct under s. 24(2) of the Charter.*s An analogous balancing test might be
fashioned under s. 7 leading to a compulsion order in more serious cases
where the state establishes no other means of obtaining the evidence.

THE SECOND VIEW: PASSWORD COMPULSION IS CONSTITUTIONAL
Steven Penney and Dylan Gibbs’s 2017 article in the McGill Law Journal is
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the latest and most extensive scholarly treatment of password compulsion
in Canada.?” The authors anticipate the outcome in Shergill by noting the
possible use of's. 487.02 for this purpose but doubting that courts would find
it constitutional.*® Yet the thrust of their paper argues that a law can be
crafted that strikes the right balance between state and individual interests,
and that Canada should follow recent British and Australian examples.*’

Penney and Gibbs see an important distinction in post-Charter case law
between linguistic and non-linguistic forms of compulsion. The Supreme
Court has considered the latter class—fingerprints, breath samples and
DNA samples—not through the lens of self-incrimination but instead as
forms of search under s. 8.5

The authors see password compulsion as sharing aspects of linguistic and
non-linguistic compulsion but assert that “the encryption key itself should
be viewed as non-linguistic compulsion”.>! A password communicates infor-
mation “in a manner categorically different from the kinds of linguistic acts
traditionally enjoying self-incrimination protection”>? Passwords serve a
“purely mechanistic purpose”, are not expressive and convey nothing about
the “material world or the user’s experience of it”.>

The authors derive this distinction from case law on free expression
under s. 2(b) of the Charter, where courts distinguish expressive from
purely functional forms of speech (e.g., voice commands to adjust a car’s
speed). The latter forms do not merit protection because they have no
“expressive character” or “outcome”.>* Impliedly, what is not worth protect-
ing as expression is not worth protecting as self-incrimination.

Passwords bear further similarity to other non-linguistic (e.g., DNA, fin-
gerprints) forms of compulsion. They may originate in the mind, but they
have “an independent, material existence analogous to a physical key”.5

Earlier Charter jurisprudence on compelled evidence offers a roadmap
for how password compulsion could be constitutional. The authors see a
close analogy in R. v. Orbanski,*” a case where the Supreme Court upheld
the constitutionality of roadside sobriety tests. It held that demanding a per-
son to submit to a physical sobriety test would be self-incriminating if the
test result were admitted as evidence of impairment, but not if used only as
a ground for demanding a breath sample.>®

The authors see the logic in Orbanski mapping closely onto password
compulsion. Sobriety tests compel a suspect’s participation to create “com-
municative evidence” that may be self-incriminating: “bodily movements =
probably drunk”, but using this evidence to make physical evidence avail-
able (the bodily samples or breath samples to show impairment) is not self-
incriminating.’® Similarly, a decryption order compels a person to create
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new communicative evidence that may be self-incriminating (i.e., the abil-
ity to decrypt shows connection to the data), but the use of that evidence to
make pre-existing physical evidence available (plaintext) to prove the
offence is not.

The same logic extends to an order to provide the plaintext itself, an alter-
native that avoids the “plainly linguistic and communicative” act of provid-
ing a key.%° An order for plaintext has the merit of not requiring a person to
disclose anything that exists “independent of the compulsion, beyond the
implied statement that they can decrypt the data”.6' Thus, in contrast to
Downes J!s view in Shergill, Penney and Gibbs do not conceive an order for
either plaintext or a password as a means of forcing the accused to assist in
creating evidence. The difference matters, given the Supreme Court’s hold-
ing in British Columbia Securities Commission v. Branch® (also cited in
Shergill) that the principle against self-incrimination applies only to mate-
rial “brought into existence by the exercise of compulsion by the state”.%

In summary, by framing a password as non-linguistic and the plaintext as
pre-existing and not created, Penney and Gibbs circumvent the issue of dis-
coverability noted in Shergill. Penney and Gibbs’s analysis omits the argu-
ment that without the suspect or accused providing a password, the
plaintext would likely never be found.

In the authors’ view, applying the test for compelled evidence set out in
R. v. Fitzpatrick,® either form of compulsion, key or plaintext, would with-
stand a s. 7 challenge. Neither password nor plaintext compulsion violates
the purposes underlying the protection against self-incrimination: avoiding
unreliable confessions or abuses of state power. A person either provides
the correct password or they do not.%> And although state abuse may arise
through excessive force or inhumane tactics, “a statutory obligation to
decrypt is likely to diminish this risk, not enhance it".% Courts could also
grant derivative use immunity for the accused’s knowledge of the password,
but not the plaintext itself, since it pre-exists the compulsion and “therefore
cannot be said to derive from it”.%”

The Supreme Court has held “outright” prohibitions on compulsion are
justified only “when the state’s predominant purpose is to obtain self-
incriminating evidence, rather than some other legitimate public pur-
pose”.® Penney and Gibbs suggest that the state has a legitimate interest in
compelling a password or plaintext: “helping police render intelligible infor-
mation that they are legally entitled to possess”.?® Prohibiting compulsion
“would simply serve as a shield for wrongdoing”.”

Viewing password compulsion as a form of non-linguistic compulsion to
be assessed under s. 8, the authors propose a law requiring police to obtain
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a compulsion warrant on reasonable suspicion that the user has “the capac-
ity to access encrypted data that police are lawfully entitled to possess”.”

Problems with This Argument

The core of Penney and Gibbs's argument is the analogy they draw to
Orbanski. Is an order to compel a password like an order to perform a sobri-
ety test? The two are similar in that neither the sobriety test nor the pass-
word is used as evidence of the offence (impairment, possession of illicit
data). But they differ in one crucial respect: in many if not most cases, a
sobriety test offers one among several means of gathering grounds for a
breath demand (disheveled clothing, odours, a driving pattern), and for this
reason the test is seldom used. By contrast, in a case like Shergill, a password
provides the only means of accessing the plaintext. A sobriety test makes
prosecution easier; a password makes it possible.

Penney and Gibbs might concede this point but argue that passwords are
still not testimony in a meaningful sense, exist independently and are thus
no different from a fingerprint or DNA sample. But here too, the analogy
breaks down. The alphanumeric password may exist independently of
being uttered and is therefore not “created” by being disclosed. But a pass-
word held only in a person’s mind cannot be yielded without an act of
speech (nor a plaintext disclosed) or forcing a person to act on their internal
knowledge. This involves a deeper form of compulsion than taking a hair
sample or a fingerprint. Police can use force in the latter case, but one
might still be defiant (unpleasant though it may be). The distinction is not
absolute. In both cases, one’s freedom to choose is seriously affected. But
with compelled decryption, the state power contemplates a person’s com-
plete internal conscription.

CONCLUSION

With time, technology may render this issue moot. For the foreseeable
future, forms of encryption that police find practically impregnable are
likely to persist. Courts and lawmakers will continue to grapple with a
series of crucial questions: Should we consider divulging a password a non-
testimonial or linguistic act? If we compel a password to access evidence we
would not otherwise obtain, do we conscript a person in creating the evi-
dence against them? And what is the state’s purpose in compelling a pass-
word or plaintext: merely to access evidence when lawfully entitled, or to
conscript the accused in producing a case to meet? There are no clear
answers. The legality of password compulsion thus remains a code we have
yet to crack.
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